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Many of the entities that handle Internet traffic have little regard for maintaining our privacy. ISPs typically record the sites we visit and store our e-mail. Search engines keep histories of our searches and the sites we visit. Social media sites and Internet vendors collect as much data as about us as they can. Many make it available to both commercial and government entities. As recent headlines have shown, these data are often stored with minimal attention to security. For example because of Edward Snowden, we know that the NSA stored the data it collected unencrypted, on computers that had the means of copying it to portable media, and allowed maintenance staff to access to this equipment and to carry storage devices in and out of the facility. We know about Snowden because he disclosed what he had learned; we don't know how many others have quietly sold data to the highest bidder, and neither do their employers.
The point I'm trying to make is that the only one concerned about your privacy is you. The rest of the world will pry to the extreme limits of the law, and beyond, to profit from whatever it can find out about you. So what can you do? Actually, quite a bit, but there are trade-offs between the degree of privacy and convenience. I can describe some of the tools I've found to be helpful and the inconvenience they introduce; you will have to decide which to use.
Protection While Browsing
Certainly browsing the Internet exposes you to risk, as you often connect to sites about which you know little. I prefer using the Firefox browser, because it has some very useful add-on that help you protect your privacy, including BetterPrivacy, HTTPS-Everywhere, NoScript, and Privacy Badger.
Better Privacy (https://addons.mozilla.org/en-us/firefox/addon/betterprivacy/) protects against flash-cookies. These Local Shared Objects (LSOs) are pieces of information placed on your computer by a Flash plug-in that track your Internet use. BetterPrivacy lets you list and manage these Flash-cookies, e.g., to remove those objects automatically on browser exit. I use this as an “install and forget” add-on, and I've never found it necessary to disable it.

HTTPS Everywhere (https://www.eff.org/https-everywhere) is a Firefox, Chrome, and Opera extension that encrypts your communications with any website that offers https service. It's a result of a collaboration between the Tor Project and the Electronic Frontier Foundation. This hides your communications from any parties between you and the site, just as though you were talking to your bank. This too is an “install and forget” add-on.
NoScript (https://noscript.net/) disables JavaScript, Java, Flash, and other plug-ins, and as a result, seriously disables many sites. I start by enabling it everywhere, and disabling it, often just temporarily, only for those sites I trust and need.
Privacy Badger (https://www.eff.org/privacybadger) is available for Firefox and Chrome. It checks for tracking on every site you visit, and blocks it either completely or partially, depending on how each particular site behaves. You can click on the Privacy Badger icon to can see what action it's taking at the current site, as shown in the screen-shot below, which shows that cookies are blocked for apis.google.com and no content at all is accepted from the other six.
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Note the Frequently Asked Questions at the bottom of the shot. Clicking on this will display information about what Privacy Badger does. By the way, the Avast antivirus extension blocks the installation of Privacy Badger and other extensions. Internet Explorer can also disable tracking, but only for specific sites. Interestingly, Privacy Badger identifies 11 trackers at https://www.microsoft.com/en-us/ and blocks cookies from the 10 of these it considers harmful.
E-mail Protection
E-mail has much in common with postcards, in that everyone who handles it can see the contents. The only way you can safeguard your e-mail is to encrypt it, and the standard methods are Pretty Good Privacy, https://www.symantec.com/products-solutions/families/?fid=encryption, and its open-source variant Gnu Privacy Guard (GnuPG), https://www.gnupg.org/. Both of these adhere to the OpenPGP standard, http://www.openpgp.org/. (Also see https://en.wikipedia.org/wiki/Pretty_Good_Privacy.) They use public key encryption; that is, there are two keys, a public one and a private one. Files can be encrypted with either, but can be decrypted only with the matching one. You distribute your public key freely and carefully protect your private key. Your correspondents use your public key to encrypt messages to you, which only you can decrypt because only you have the matching private key.

GnuPG is available for all the popular personal computer operating systems. However, it is a command-line program and is much easier to use if accessed a graphical front-end, such as the EnigMail add-on (https://www.enigmail.net/home/index.php) for Thunderbird, Mozilla's e-mail client. To encrypt a message, just click on the padlock icon, which will change from open to closed as shown in the screen-shot below.
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When you click Send, you will see the unencrypted form of the message and a window asking for your passphrase. GnuPG passwords are stored in an encrypted database called a keyring, which requires this passphrase for access. The received message looks normal, although you may have to enter your passphrase to unlock it. (Depending on your settings, the system will remember a passphrase for a fixed time or perhaps for as long as you are logged on.)
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Anyone reading your message without decrypting it will see only the following.
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Once you have e-mail encryption set up and (here's the tough part) have convinced those with whom you correspond to do the same, it's very easy to use. I discussed e-mail encryption in more detail in my July 2014 article (available at http://www.bcug.com/.) 
Protection at Wi-Fi Hot Spots
At home your PC is probably protected by a firewall in the cable modem provided by your ISP, but you have no such protection when you operate at a Wi-Fi hotspot. Indeed, widely-available software lets anybody using the same hot-spot capture all the traffic on it. You thus need extra protection, and I consider Tor (https://www.torproject.org/) to be essential here. It encrypts all your communication over a virtual private network and is available for Windows, OS X, and Linux. A snooper at a hot-spot sees only an https link to a node on The tor network; not only is he prevented from reading your packets, he doesn't even know with whom you're communicating. Your packets remained encrypted until they reach the exit node, which doesn't know where you are, nor does the machine with whom you're communicating. I discussed Tor in more detail in my June 2014 article.
If you use Thunderbird for e-mail, you can of course use EnigMail to encrypt your messages. For additional protection you can use the TorBirdy (https://addons.mozilla.org/en-us/thunderbird/addon/torbirdy/) add-on. This routes all your e-mail, both sent and received, over the Tor network. It protects you against hot-spot snoops, but of course leaves you vulnerable to those in other parts of the network.
Protection at Insecure Computers
You must careful when using a borrowed PC, either a friend's or especially one at an Internet cafe. Even if these are free of malware and are connected to secure networks, they often store passwords, Internet browsing history, and e-mail by default. If you must do something non-trivial, such as banking or e-mail, you should use a live USB memory stick with a secure operating system such as Tails, https://tails.boum.org/. This doesn't use the PC's hard disk at all, so it will neither be affected by any malware there, nor leave any traces of your activities. It uses Tor to access the Web, and thus prevents snooping from the network. Finally, when you exit, it wipes RAM. You can enable persistent storage to create an encrypted volume on the memory stick where you can store documents as well as Internet favorites, e-mail and e-mail addresses, and passwords. If you lose the memory stick and have used a good password, a finder won't be able to access your data. Tails has a virtual keyboard, which you can use if you suspect that the PC on which it’s being used has hardware to record keyboard activity. You would use the virtual keyboard to enter passwords for example.
Yes, Tails is Linux, but as the screen-shot shows, its graphical interface should be familiar to almost any computer user. The most commonly-used applications are available on the menu bar at the top, and the rest reside in the Applications menu. As always though, you should experiment with it at home before you really need it.
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Social Networks
Remember that anything you disclose will stay on the Internet and will be available to friends, enemies, relatives, employers, and all others, forever. Please use common sense. If on Facebook you talk about your new Porsche, your art and antique collections, and your upcoming three-week vacation to Spain, you shouldn't be surprised to return to an empty home and garage. Similarly, that hilarious picture of you spilling beer down your shirt may not be quite so funny if it shows up years later while you are running for public office.
Smart Phones
We have been discussing how to improve privacy when you use your PC, but I believe that smart phones are by far the bigger threat. While most PCs access the Internet through firewalls that are part of the router supplied by an ISP, cell phones typically connect directly to public networks and are always on. They allow tracking not only of their users Internet use, but also their geographical location. Yet, far fewer privacy and security tools are available for them and malware apps abound. Owners should review their uses of these devices, and the apps that are running on them, with respect to the associated potential loss of privacy. They will probably decide that some uses are better done from the relative security of a PC and some apps should be deleted.
Protecting your privacy isn't difficult, nor need it significantly hinder your Internet use. It just requires that you learn to use the right tools and keep your wits about you.
